Network Specification – Hardware:
The Dropship network spans two sites: the Main Business Unit (warehouse and packaging centre) and the Satellite Office (owner’s home). The Main Business Unit requires two office desktop pc’s, a shared printer and two warehouse tablets requiring wireless connectivity. The Satellite Office requires one desktop PC, one laptop, and a printer for administrative use.

Copper straight‑through cabling is used for all wired connections as it is cost‑effective, easy to install and devices in the network fall within 100‑metre distance limitation of copper cabling. (IEEE 802.3 standard) For small businesses such as Dropship copper fully supports the required bandwidth and performance.
To separate office and warehouse traffic the network must segment addresses using VLANs across both sites to segment the network into smaller groups of devices improving both the security and performance by isolating inventory and orders management from tracking and stock updating, VLAN ensures that any breach within the Packaging department (VLAN 20) is confined to that segment and any security breach in that sector will not affect inventory and order management (VLAN 10). Secure wireless access via wireless access point will be sufficient for wireless tablets, a site-to-site VPN utilising IPSec for communications between the Satellite Office and Main Business Unit will ensure file transfers and communication between both locations remain secure by establishing an encrypted tunnel between the two sites.

The Cisco 2911 router is suitable for this design as it supports inter‑VLAN routing (router‑on‑a‑stick), DHCP for automatic IP addressing per VLAN, and IPsec VPN implementation for secure site‑to‑site communication. These capabilities are documented in Cisco’s 2900 Series Integrated Services Router specifications (Cisco Systems, n.d.). Cisco 2960 switches were chosen for access‑layer connectivity as they operate at Layer 2 of the OSI model; however, because they cannot route between VLANs, a router‑on‑a‑stick configuration is required using a trunk link to the 2911 router. As the company grows, upgrading to a Layer 3 switch would allow inter‑VLAN routing to be handled directly at the switch.
Wireless Access Points (WAPs) will provide WPA2‑PSK wireless coverage with AES encryption for warehouse tablets and the office laptop. WPA3 is not implemented because the selected WAPs and several client devices do not support this protocol, making WPA2‑PSK the most compatible option for Dropship’s current hardware. While WPA3 offers stronger resistance to offline password‑guessing attacks, the practical difference is minimal when weak or generic passwords are used. Ponce et al. (2023) found that common passwords such as ‘12345678’, ‘iloveyou’, and ‘abcd1234’ were cracked almost instantly under WPA2 and only marginally slower under WPA3, despite WPA3 penalising weak passwords more heavily. This demonstrates that password complexity has a far greater impact on wireless security than the protocol version, making WPA2‑PSK with AES a valid and appropriate choice for Dropship. High‑complexity passwords can take thousands of years to compromise even under WPA2, reinforcing that strong authentication and layered security controls matter far more than upgrading the wireless protocol alone.

Network Specification: Software (Hardware Dependant)
Windows server will provide Active Directory Domain Services for centralised authentication and SMB for filesharing between sites and users, with specified access levels per department, IP addressing will be handled by DHCP on the router for each VLAN to ensure that devices receive appropriate addressing automatically as doing so manually takes more time and is more likely to lead to incorrect addressing. All desktop devices will use up to date Windows 11 to prevent known vulnerabilities being exploited in prior versions.

Snort or Suricata will be implemented for monitoring network traffic and detection of intrusion, furthermore pi-hole can be implemented to block advertising network-wide as malicious advertisements can trick staff into giving up their personal details, however this is not a necessity.
	Category
	Devices
	Purpose

	Hardware
	Cisco 2911 Router (x2)
	Supports Inter-VLAN routing, DHCP per VLAN, and IPsec VPN for site-to-site secure communication between MBU & Satellite Office

	Hardware
	Cisco 2960 Switch (x2)
	Operates at layer 2 and enables VLAN segmentation, requires router on a stick for routing between VLAN

	Hardware
	Wireless Access Point (x2)
	Supports secure communication between wireless devices and the rest of the network.

	Software / Hardware Dependant
	Windows Server 
	Allows for Active Directory Domain Services, this allows all devices to connect to the dropship.local domain and have unique password policy enforced user profiles, shared files and security privilege levels depending on job role.

	Hardware
	Office Desktop PCs (x2)
	Used for managing inventory, aswell as orders, separated by VLAN to mitigate any breach that may occur from the Office staff, to prevent it from spreading to other devices.

	Hardware
	Warehouse Tablets (Laptops) (x2)
	Wireless connectivity for real-time inventory updates, dedicated to a new VLAN separate from office desktop pc’s & separate from the satellite office.

	Hardware
	Satellite Desktop PC (x1)
	For remote work at owner’s home, purpose is to communicate and update files remotely

	Hardware
	Satellite Tablet (Laptop) (x1)
	For remote work at owner’s home, purpose is to communicate and update files remotely

	Hardware
	Printers (x2)
	For administrative use & printing documents.



IP Addressing Plan – Packet Tracer:

While the Warehouse devices are connected to the wireless access point, the router is still the gateway as Routers operate at layer 3 and provide Routing/IP addressing, Access points operate at Layer 2 and are the bridge, the AP sends traffic via the switch to the router.
	Device
	IP
	VLAN
	NOTES

	WINDOWS SERVER
	192.168.10.5
	10
	Active Directory Domain Services

	Router G0/0.10 (sub interface)
	192.168.10.1
	10
	Office Gateway

	Router G0/0.20
(sub interface)
	192.168.20.1
	20
	Warehouse Gateway

	Router G0/0.30
(sub interface)
	192.168.30.1
	30
	Satellite Gateway

	Office Desktop’s 
	192.168.10.10 - 11
	10
	Office Gateway

	Warehouse Tablets
	192.168.20.2 - 3
	20
	WAP Connection

	Satellite PC & Tablet
	192.168.30.10 - 11
	30
	Satellite Connection

	MBU Printer
	192.168.10.1
	10
	Warehouse 

	Satellite Printer
	192.168.30.1
	30
	Satellite 


Security Plan:
Secure communication of data is vital for any business, but especially for smaller businesses like Dropship where the implications of not following GDPR could cause them devastating fines: £17.5 million or 4% of the undertaking’s total worldwide annual turnover in the preceding financial year. (Information Commissioner's Office (2024) and irreparable reputation damage that compromises the survival of the business, as a result a security plan is necessary to mitigate theoretical attacks and to respond effectively if they are unfortunate enough to fall victim to one.
Dropship should aim to apply previously mentioned security applications and techniques within the network specification, adopting an in-depth layered approach to security, they should adopt techniques such as VLAN segmentation, IPSec for VPN to encrypt data in transit & intrusion detection, they should also consider Multi Factor Authentication (MFA) for site-to-site communication to require users to verify their identity using two or more independent factors to verify them as a legitimate staff member before they can access or send data this can be done with something the user knows such as a password or pin and something the user is such as biometric data (fingerprint or facial scan), finally Dropship should also ensure that all remaining open unused ports are closed to reduce the likelihood of exploitation.

To implement VLAN segmentation, VLANs must be specified for a range of devices dependent on the ports that they are connected to, for instance devices connected to a Cisco 2960 24TT switches fast ethernet ports 1-3 may be allocated VLAN 10, ports 4-7 may be allocated VLAN 20 ports 8-10 may be allocated VLAN 30 and so on, this is dependent on the size of the organisation, the reason VLAN segmentation is implemented is to prevent movement between sectors unless the router specifies traffic is allowed, this is true in dropships case as Inter-VLAN communication requires a layer 3 device on the OSI model, switches often operate at Layer 2 sometimes at Layer 3, Routers always operate at Layer 3 as a result they will act as a router on a stick in dropship’s scenario handling Inter-VLAN communication, the main bottle neck for router-on-a-stick is that it often has higher latency (2-3ms) in contrast to 1.5ms when a switch handles Inter-VLAN this is around a 66% time penalty for router-on-a-stick according to Kiran et al (2025)as the business grows adoption of level 3 switches should be a consideration to mitigate latency, furthermore Access Control Lists should be implemented on VLANs so that if a breach happens within VLAN 10 (The office) and ransomware was deployed the router could block traffic between other devices in VLAN 20 (The Warehouse) and any other specified VLAN, as a result the ransomware would not impact the devices within other VLANs, mitigating the impact of the breach and making remediation easier at a smaller scale.

To implement secure site-to-site communication VPN should be configured on the Router using IPsec, this will encrypt all data that is in transit between the two sites, this will ensure that sensitive information that the business relies such as inventory tracking cannot be compromised during transmission, IPSec is ideal for providing confidentiality according to the Internet Engineering Task Force (2005) integrity and availability of data, as only devices and users that are authorised can establish a connection with the VPN.
Finally implementing intrusion detection systems such as Snort or Suricata is necessary to monitory network traffic for suspicious or malicious activity, the purpose of an IDS is to analyse packets in real time and detect threats such as port scanning, brute-forcing or unusual patterns of traffic such as an increase of traffic at times outside of the usual window, an IDS will allow dropship to identify attacks early, respond better and respond before an attacker can compromise their entire network or stop them from doing so entirely.


Network Design Diagrams:
Packet Tracer Designs – Attached in ZIP.
Logical:
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Physical:
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